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Executive Summary

Goals

The goal of this exercise is to Exploit a WPA2-EAP wireless network.

Risk Ranking/Profile

The Risk Ranking of this finding is critical as | was able to compromise a WPA2-
EAP wireless network and gain access to information that [ was not meant to
have access to.

Recommendation Summary

The wpa supplicant.conf should require a ca cert. It is recommended to include
this as without it anyone can cannect to the server with any valid credentials.

Summary of Findings

[ was able to gain access to the hidden artstailor page.

Attack Narrative

To begin with I identified the wireless channel being used, enabled monitor
mode for my adapter, deleted my old wlan0 interface, stopped processes that
can interfere with my activities, and identified the wireless access point by us-
ing the given instruction for this exercise (see figures 1, 2, 3, and 4). Following
this I then also disabled the ethO interface (see figure 4).

I then opened the hostapd-wpe.conf file and changed the ssid to artstailor-
ddwrt-2 as specified as my target by the pod and ran the ./hostapd-wpe with
the hostapd-wpe.conf file that resulted in the NETNTLM credentials (see fig-
ures 5 and 6). Using those credentials, I created a passwords file to run against
John the ripper which returned the password SwOrdf1sh (see figure 7 and 8).

With the cracked credentials from John the ripper [ was now prepared to
create the wpa supplicant.conf file and use it to connect to the network by run-
ning flags -iwlan0 and -cwpa supplicant.conf (see figure 9 and 10). Once con-
nected [ was able to implement a dynamic host configuration protocol (DHCP)
lease by running dhclient wlan0 and confirming with checking the ip address
of wlanO (see figure 11).

Once connected I opened up the web browser and connected to the web
server at 45.79.141.10. I inspected the source code and then went to the hyper-
text link /Corp/message.txt (see figures 12 and 13).
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— it wpa supplicant.conf
networks=1
ssid="artstailor-ddwrt-2"
scan_freq=2422
Key_mgmt=WPA-EAP

identity="brian”
assword="SwOrdfish”

eap=TTLS

phase2="auth=MSCHAPV2"
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