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Executive Summary 

Goals 

The goal of this exercise was to Uncover remote code execution in a web site. 

 

Risk Ranking/Profile 

This risk is critical as this exploit allowed me to inject a program onto the page 
and access the files that should not be available to myself. 

 

Summary of Findings 

I was able to find and access the certification keys of IntermediateCA.txt, RootCA.txt, 
and Server.txt as well as access the file ’ThisIsTheFileYouAreLookingFor’ in the 
brian/private directory. 

 

Recommendation Summary 

The recommendation from this exercise is to use https instead of http. 

 
Attack Narrative 

To begin I ran nikto on http://www.artstailor.com/brian and through this the 
directory /brian/private/ was indicated as being interesting (see figure 1). 
Opening the web browser I went to artstailor.com/brian and clicked on on 
image while inspecting the source code for the page and identified that the im- 
age source was not the same as the url. I injected raw=true into the web url 
and then changed the targeted file to htpasswd to get the username and pass- 
word for the page (see figures 2, 3, and 4). From a google search I found that 
the password is MD. In order to decrypt it I saved the string into a file and ran 
it against john the ripper. From this I identified the password to be swordfish 
(see figure 5). 

 
At this point I was able to gain access to the administrator page using the 

credentials brian:swordfish (see figure 6). In order to proceed forward I copied 
the shell.php into the directory /var/www/html/, changed the password for 
it to one of my design, added 172.24.0.10 to the allowedIPs parameter, and 
removed the deprecated lines of code on lines 119 and 120. To confirm the 
Laudanum PHP Shell Access was operational I checked 172.24.0.10/shell.php 
in the web browser until it was operational (see figures 7, 8, and 9). 

 
Once this the page was complete I turned to Burp Suite and opened its 

browser. Ensuring that Intercept was on I navigated to http://www.artstailor.com/brian 
and entered the credentials for administrator privileges. Since this page only 
allows the import of .png files I copied the file shell.php into shell.png and up- 

http://www.artstailor.com/brian
http://www.artstailor.com/brian
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loaded that onto the website (see figure 10). Once this was intercepted by Burp 
Suite I changed the filename from shell.png back to shell.php (see figures 11 
and 12). 
 

At this point I was now able to go to the directory http://artstailor.com/brian/imgfiles/shell.php 
and access all files on the website which includes the file ’ThisIsTheFileYouAreLook- 
ingFor’ in the directory /var/www/html/brian/private and the Intermedi- 
ateCA.txt, RootCA.txt, and Server.txt files in the directory /var/www/html/certs 
(see figures 13, 14, 15, and 16). 

http://artstailor.com/brian/imgfiles/shell.php
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