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Executive Summary

Goals

The goal of this exercise was to Uncover remote code execution in a web site.

Risk Ranking/Profile

This risk is critical as this exploit allowed me to inject a program onto the page
and access the files that should not be available to myself.

Summary of Findings

I was able to find and access the certification keys of IntermediateCA.txt, RootCA.txt,
and Server.txt as well as access the file "ThisIsTheFileYouAreLookingFor’ in the
brian/private directory.

Recommendation Summary

The recommendation from this exercise is to use https instead of http.

Attack Narrative

To begin I ran nikto on http://www.artstailor.com/brian and through this the
directory /brian/private/ was indicated as being interesting (see figure 1).
Opening the web browser I went to artstailor.com/brian and clicked on on
image while inspecting the source code for the page and identified that the im-
age source was not the same as the url. I injected raw=true into the web url
and then changed the targeted file to htpasswd to get the username and pass-
word for the page (see figures 2, 3, and 4). From a google search I found that
the password is MD. In order to decrypt it I saved the string into a file and ran
it against john the ripper. From this I identified the password to be swordfish
(see figure 5).

At this point I was able to gain access to the administrator page using the
credentials brian:swordfish (see figure 6). In order to proceed forward I copied
the shell.php into the directory /var/www/html/, changed the password for
it to one of my design, added 172.24.0.10 to the allowedIPs parameter, and
removed the deprecated lines of code on lines 119 and 120. To confirm the
Laudanum PHP Shell Access was operational I checked 172.24.0.10/shell.php
in the web browser until it was operational (see figures 7, 8, and 9).

Once this the page was complete 1 turned to Burp Suite and opened its
browser. Ensuring that Intercept was on I navigated to http://www.artstailor.com/brian
and entered the credentials for administrator privileges. Since this page only
allows the import of .png files I copied the file shell.php into shell.png and up-
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http://www.artstailor.com/brian
http://www.artstailor.com/brian

loaded that onto the website (see figure 10). Once this was intercepted by Burp
Suite I changed the filename from shell.png back to shell.php (see figures 11
and 12).

At this point I was now able to go to the directory http://artstailor.com/brian/imgfiles/shell.php
and access all files on the website which includes the file 'ThisIsTheFileYouAreLook-
ingFor’ in the directory /var/www/html/brian/private and the Intermedi-
ateCA.txt, RootCA.txt, and Server.txt files in the directory /var/www/html/certs
(see figures 13, 14, 15, and 16).
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Figure 4:

My Gallery

This is the admin panel, which can be used to upload new photos.

Image Description:
Selected Image (jpg and ,png allowed) Browse No file selected.

poad (click only once|

© 2021 brian
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File Actions Edit View Help
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Copyright © 2
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Laudanum Shell
Authentication
Please login
Usemame:

Password.

Copyright © 2014, Kevin Johnson and the Laudanum team
Updated by Tim Med:
Get the latest version at laudunum. secureideas.net.
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Laudanum Shell

~ Current Working Directory: /var/www/htal/brian/private

hacker . png
hacker.png. txt
htpasswd
ice_cream. pg
ice cream.jpg.txt
index.html
pikasurf . gif
pikasurf gif.txt
rebel. jpg
rebel.)gq.u(
shell.php
shell.php.txt
upload.pkp
windogs. png
windog8.png.txt
$

pwd
/var/waw/htal/brian/imgfiles
i$ cd /var/www/htal/brian/private

$ls

ThisIsTheFileYouAreLookingFor

index. html

$ chmod 777 ThisIsTheFileYouAreLookingFor
$ cat ThisIsTheFileYouAreLookingFor
KEY020 -eut ) Z1+Lw)8nTbOda j aSeQ==

s ]

Execuse Command || Logout Size: 24

x |80

Copyright © 2014, Kevin Johnson and the Laudanum team.
Updated by Tim Medin.

Figure 13:

$ cat IntermediateCA.txt

---- BEGIN CERTIFICATE-----
MIIFYTCCA7ECFBwWO+UpJPMDH9EUQnzwORFJI9r7YWMAGGCSQGSIb3DQEBCWUAMIGY
MQswCQYDVQQGEwWJIVUZEQMA4GA1UECAWHRmxvCmLKYTEUMBIGAIUEBWWLR2FpbmVz
dmlsbGUxEzARBgNVBAOMCmMFydHNOYWLsb3IxFDASBgNVBASMCOVuUZ2luZwVyaWsn
MRswGQYDVQQDDBJI3d3cuYXJOc3RhaWxvci5jb20xITATBgkqghkiGOwOBCQEWEMOwW
CEBhcnRzdGFpbGOyLmMNvbTAeFWwOYMTEXMDMWMDISM ) VaFwOO0TAZMj EWMDISM]Va
MIGgMQswCQYDVQQGEwIVUZEQMA4GA1UECAWHRmXxvemLKYTEUMBIGA1UEBWWLR2Fp
bmVzdm1sbGUxEzARBgNVBAOMCmFydHNOYW1sb3IxFDASBgNVBASMCOVUZ2uZWVy
aWs5nMRswGQYDVQQDDBJI3d3cuYXJ0c3RhaWxvci5jb20xITAfBgkqhkiGOwOBCQEW
Em9wcEBhcnRzdGFpbGOyLmNvbTCCALIWDQYJIKoZIhvcNAQEBBQADgQIPADCCAgoC
ggIBAJ7Up+8gklQvML7zEnyYesjvlezeho8k2tm/R5xSRULBWUYkYhdObYup4duD
1dJWDXLEPK9bT)//RHG)470v5KEL3yFHTcC/mTIBn2wSLQSkQbVdeW1HT6T9/YHq
OI9jN1IKTTVMCFC1YUAGOHUMLZX3KTnIra8wHPQKYM/gpDy8xer6VbsAPtdAbSdG
dxJh31KraDXQhLTizmxGuauqp+qZesbWKkUTXARI1fThDc419xHx73IQasF65LL]C
szLwerRBBBtr+1KvutgoatYOkaFVAhiyAue4etx662£71ycasAchpgNCHNW/
UE+AD4sG3Tbp@OOFWrzsOMvVNCUVI93C7xba®o6PzIcXkusZQD0Oi3V+wNL4bo6TTp
GJjxFQOSWMTWdzFfS+G30T15Gn39RRN1n4AKvu84e23r/UgMk1lkc6130tI+elTkTV
RVW4C51LxLyak19P2FXG4eTbT21SVtQPfeSOFIFUTHrS+J4+w/2/GtyLrBukknol
OANIVhLX6cUwoc65956BVyxbRx5rt94Qac+sCB8DKP5XhgGXAGNz1e39RXSstES1A
L//6X1BnBi0gJusqycIn+HCFDihDU7E9e+Qn1CMNDDXmVsMBk6OscmPEI30b46dz
1YA2bbATTELU/1tfZz9mYHYVMALGA]j9SDPF9s fPLkW4/qDIOZAgMBAAEWDQYIKOZI
hvcNAQELBQADggIBAHAG10CGVNKWAUYP1yDOZtCNOB5SPKac2Ku+kCKRYtuwiDlz
jilNNpaURuHbvFODxXMBvUciQkGaeacrmUB7yS3E9dZA99D2PxkMPu7Y/KqiUvkF
k61bQ5dE6X32yveb6Xem5Vbj9/QIBkwexQTFI1Kk1+b7NwWUE ) j CUE3TBKC45S0yIT
CZrtHnkNfXhBROKX18VLFtmmB349umbsh4X2L7BPhYyKMoqoQVOy17062mWGGLUX
7pifNBhwnrhQK/U1HFDSihJhNt46090bxh5zqB4PjCGpsoook6UB8L7xzjarHqQul
15ZuSkbM36q7juNP1xu2vtPxqnIfiGF1qLbgYNxjLpncQfmIR3QybBdv/m1VEA9C
d7vhNqDrq/VOVUSpNTTTgC2tQIV1uG02tCLtsIcrk3eZQzIjnY7DkpBYwTj3FPmI
QhyX7CFjkW2wW8VosOpCIKxDLFj ZUb6xyXBs9XCvtU38QUT6xe8y5pYQLCTUWAGN)
w9120qNPD1UWqxJ2uBiaPFdUTUrl6L8WplIpgBAtxIDTIe9MDYHIU/6]jLTGWDNnko
7aKS9QVeCFXo05Xi5vqqclQfGDQvP4yDXwnfo27LI9XTaf7RxpnwiuMld2sEraBL3
XRBWSK20FXbpC384M1MkucSQbTH/Z+X3zZcU1147KrP02J8QBKWpBUR16EaK
----- END CERTIFICATE-----
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$ cat RootCA.txt

----- BEGIN CERTIFICATE-----
MIIGIZCCBAUgAWIBAGIUNMrBaSUdw7pS/t1PMUtpKGNhfOwwDQYJKoZIhvCNAQEL
BQAwgaAxCzAJBgNVBAYTALVTMRAWDQYDVQQIDAdGbGIyaWRhMRQWEQYDVQQHDALH
YWLuZXN2aWxsZTETMBEGA1UECgwKYXJ0c3RhaWxvc j EUMBIGAIUECWwWLRWSnaw51
ZXIpbmcxGzAZBgNVBAMMENd3dyShcnRzdGFpbGIyLmNVbTERMBBGCSQGSIb3DQED
ARYSb3BwQGFydHNOYWLsb3IuY29tMB4XDTIXMTEWMZAWMj UWOFOXDTQSMDMyMTAw
MjUWOF owgaAxCzAJBGNVBAYTALVTMRAWDGYDVQQIDAAGbGOyaWRhMRQWEQYDVQQH
DAtHYWluZXN2aWxsZTETMBEGA1UECgwKYXJ0c3RhaWxvc j EUMBIGA1UECWWLRWSN
aW512ZXJpbmcxGzAZBgNVBAMMENd3dyShcnRzdGFpbGOyLmNvbTERMBBGCSQGSIb3
DQEJARYSb3BwQGFYydHNOYWLsb3IuY29tMIICI jANBgkqhkiGOWOBAQEFAAOCAQSA
MIICCgKCAQEAVMQedUrt1tN8ASIEXVIUOR18gGOVX4CkOPaMY+9yXUzKx6x/aXes
12zfCPBmc1tmI7BbI)SdhO3NBHOQk jAKQfdyGI tAKUT16qyXC18+Y1u2d6kZYbQM
WZTwQb1GgXEH07055GcIdoEHKcO/ LHDI8ZE1/LIAS+ykOMDXAgPVV00+08WFhthC
TIN/Xv64Q5kIurXEkwed+PHeueCLIOTKYDO+KKPpspF6lejsItRayzVMFeYWMN1n
8Q5U8Y05DA8PmMB8kxvdIKIyHK710pz31ESMLt/VOetPsjTNI8xeaAd/t/SUNWLIs
eBoP3L1x0yoHfKyZi4KD6iSXUdk1n7ZXP1pJo8ChRDTKOPru97ZDungw2 IH1IK1Qr
fLTINWp/DXKINR31aGsVnZu5/12) f++wRHFnX0oCgxPIxu3SryzHoa/bBCBVT/Yqj
gEDjBDNYi1H/C5DUINS87TEHDXV7ww7d40ZInNTB49pgiawch])i4ruldNkXKfmS2K
©Z1IN23EI7Qug20nWPK/7NU/ j SKCpVXFZ TWUKENKUYLXnGh+AJ6K Jww4395527px
9zMUPasSqInpl715+IRj k10pUX/Bq7w66mfyZe rCYmPW+uRcmIuatsNGxrFEOL7S)
6T/823B6veCE68Bs0/Sbuwv/3HOYWLS9B) 3HCGGM2DQENT4ScZSQkxcCAWEAAaNT
MFEWHQYDVROOBBYEFDQImtsYSEHbRgGKL188qUWu21K1leMB8GA1UdIwWQYMBaAFDQI
mtsYSEHbRGKL188qUWu21K1eMABGA1UdEWEB/wQFMAMBA f8wDQYJKoZIhvcNAQEL
BQADggIBAI+ReS5IjdDVgl85KnjM2BIIxBmSD+WwoCLRREDP1GSVNagoRViSrnAyB
T/0a0I1F2NtQGex7vvalV8FG1C69gQ8A3yBidLXeSeqzQomTh3GsssVUFaWe+rvl
2M449PyCqBDHQMZYMFZWIV4FLQ2AIFmSmIMAQIKSq6GhOUwWu16MgOPEdCTo18sHd
03DEnas9AVZ570¢c/GW7ac+qc4RIQGTn4Ap3TSOASRR ) Gp+pssIaQxGRSFEMY93sQ
4GIcB5iMRer8/Ak82JplGhiP/m+vehHwoBc)/ncHWD3616YQjV8TSI71IV3cs3sp
ES19QL/Iel30szwjDobuZBOOZVVVAIO6AhON4aw4DimQhd fOZiI4KFOXMSOMAcaz
b29TubbCjBhOrPeNLgf79TvL171PUQYa2jPQjVsStmbhI5Sq+LeX5VRAI7Svvw3l+
KRONYpBYG5UCO41Bt fMH27XxTx8CE22k40HF/GnqgTgTIC1y006sy9Y96d7E00TaC
XCpwOzXeS4HWx1)1rqdIBL1DTC3QXtbCrgu7SMLYZAmTVjcTSoalrj45PONFj fwu
5/XVgrXQlaD8awSs73J62vMZYiR/Y3DYuB1YrnESHY4kjoOUDgme84saekQsTVIB
Zv3s4gblLaX6HtwiXWLVa80a446V8sLBGKFIQ1BCB2LrOpD4efek

----- END CERTIFICATE-----

Figure 15:

$ cat Server.txt

----- BEGIN CERTIFICATE-----
MIIEtjCCAp4CAWUWDQYJIK0ZIhvcNAQELBQAwWgaAxCzAJBgNVBAYTALVTMRAWDGYD
VQQIDAdGbGIyaWRhMRQWEQYDVQQHDATHYWLuZXN2aWxsZTETMBEGAIUECQwWKYXJ0
c3RhaWxvcj EUMBIGA1UECWWLRW5nawW51ZXJpbmcxGzAZBgNVBAMMENnd3dyShcnRz
dGFpbGOyLmMNVbTEhRMBBGCSqGSIb3DQEJARYSb3BWQGFYdHNOYWLSb3IuY29tMB4X
DTIXMTEWMzAWMZIXMLoXDTQSMDMyMTAWMZIxM1owgaAxCzAJBgNVBAYTALVTMRAW
DgYDVQQIDAdGbGOyaWRhMRQWEQYDVQQHDAtHYWLUZXN2avixs ZTETMBEGAIUECGWK
YXJ0c3RhaWxvcjEUMBIGAIUECWWLRWSnaW51ZXJpbmcxGzAZBgNVBAMMENd3dy5h
cnRzdGFpbG9yLmNvbTEhRMBBGCSqGSIb3DQEIARYSb3BWQGFydHNOYWLsb3IuY29t
MIIBIjANBgkghkiGOwOBAQEFAAOCAQBAMIIBCKCAQEAST157H1108HVVA70gosH
UyvuD]jNBFtaAU8VKvmz1jioU93UGS56TWrE/ fgLWTpF4cYRL/Lq781ZDUhzi2Px1M
jei0rgGvwmvXCfo+/tbNMv3YMzjt1mUBB281kPZZv2bCwgijU14CfUOMOB52G1Kd
Cn11XeE7mCZXLxY6/6SwIKxHbTOg1h1C76tUKLHREmdpn7cmfoDqOU7gK9F7mk0a
jxSCkWulmNS+V2GvwP/KOMKmWe FhGLXrql5ruaXd7gF6VYwmlvQ6bk68GuIMv7En
2xG1Gk/YhrzmcttoxZ9SYdFo8i0veesbrwwmVrXkfTINiRJU2aPVievpIS+xEeBh
1QIDAQABMAOGCSQGSIb3DQEBCWUAA4ICAQAhVSPNU3+tmYpdacSI8v+cP/omsmyH
84vNgHhKDwOBbISNFOBA2xphEgOrR314h/md1Eq9XasniNy4vkAs fvLiAMz4BcN3
thOwlCNBthTdCquBGrNRchHSHh1V7DulveRhAR5zmeZd/VlBrWWch/Fz+H
bQLOMABWSDfCIyHrabjgxXolpKsYXFc27T62ZVfp+8yULbQc+/SDkSACLZIjRGIHH
ZiFIXIk6tXn9RyXV+Y+k+INISBTjx56WkAJoiDVPamCkIGjOYHwcYvyklfItelAa
9iLRLXDJII/5V/nP0OjVvIZIBNZt/uZD+UESLRIbGZ11HCT4XaAlcbA1YINGZXWwMK f
SSK7K6KMFCcBTTQmMDR1+803WeTBEtCIFyfZ6i0suXpwolq5sMI9l+frQ8xfawtzz
Cc40wIXiXYT6KepORqTpkwx0zRXx3JRI4TGVeGBVb/4oWellyF93kRd1GOTxjgzql
Xj TbtWfFUh7bEHOES6KG7 1bRIjMYdyYH3Jj CBHpFqXMtYNsOfTgQttBUweWBKOB+
UumuMeRVQFLPNZyKc1tn@DF+Mz1igsb@dkDUgvm8nchI/idMMHdoB1lstMHsTqnsg
h9U+hZEbeCE+kScch1X2YrJwIODOpOH39aCjoMd4Rwzx0G8ABiogWvPNV2mH4HDI
1aaiGbGCxuhS/w==

----- END CERTIFICATE-----

Figur9e 16:



