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Executive Summary 

Goals 

The goal of this exercise is to learn about pivots and connecting to an otherwise 
inaccessible web server. 

 

Summary of Findings 

The development box is accessible and can be accessed through port 80. 

 
Technical Report 

Vulnerability Description 

By connecting to the system and using chisel proxychain I was able to find 
open ports for devbox.artstailor.com and access the site. 

 
Confirmation method 

This was confirmed by utilizing the kali web browser to access the site on port 
80. 

 
Attack Narrative 

I first ran tail proxychains4.conf and ip a to identify the default port of socks5 
and the ip address for kali (figures 1 and 2). After this I connected to the client 
with the administrator credentials provided, turned off the real time virus 
protection and mounted the /temp folder so that I could share files between 
the systems. I then ran chisel as the server from the kali end (see figure 3) 
and then ran ./chisel.x64.exe using the information I identified through prox- 
ychains4.conf and ip a in figures 1 and 2 (see figure 4). 

 
Once the two systems were connected and I was able to share informa- 

tion through the firewall without issue I then performed an nmap scan of de- 
vbox.artstailor.com through proxychains and found that ports 22 and 80 were 
open. In addition I found that these ports indicate that the devbox.artstailor.com 
system is run on linux (see figures 5 and 6). 

 
Following this the two ports were again inspected closer and it was found 

that there is a development version running on those ports (see figures 7 and 
8). To confirm this both ports were inspected and the chisel connection was 
forwarded to devbox.artstailor.com. However, only port 80 loaded a functional 
page (see figures 9 and 10). 
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